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1. Purpose and Policy Statement
JJ Burr Ltd recognises that the lawful, fair, and secure handling of personal data is fundamental to maintaining trust, meeting legal obligations, and protecting the rights and freedoms of individuals. The Company is committed to full compliance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
This policy sets out the framework by which JJ Burr Ltd ensures that personal data is processed responsibly, transparently, and securely. It establishes clear procedures for the collection, use, storage, sharing, and disposal of personal data and defines the responsibilities of individuals who process data on behalf of the Company.
Failure to comply with this policy may expose the Company to regulatory enforcement action, civil claims, and reputational damage. Accordingly, compliance is mandatory.

2. Scope and Applicability
This policy applies to all personal data processed by JJ Burr Ltd, whether held in electronic or paper format, including but not limited to:
· Customer and client records
· Employee and subcontractor personnel files
· Contact details, correspondence, and communications
· Financial and billing information
· CCTV or photographic records where applicable
The policy applies to:
· Directors and officers of the Company
· Employees, whether permanent, temporary, or fixed-term
· Subcontractors, consultants, and agency workers
· Any individual processing personal data on behalf of JJ Burr Ltd

3. Definitions
Personal Data: Any information relating to an identified or identifiable natural person.
Special Category Data: Personal data revealing racial or ethnic origin, religious beliefs, health data, or other sensitive characteristics requiring enhanced protection.
Processing: Any operation performed on personal data, including collection, storage, use, disclosure, or deletion.
Data Subject: The individual to whom personal data relates.
Data Controller: JJ Burr Ltd, which determines the purposes and means of processing personal data.
Data Breach: A breach of security leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data.

4. Legal and Regulatory Framework
This policy complies with, and is informed by, the following legislation:
· UK General Data Protection Regulation (UK GDPR)
· Data Protection Act 2018
· Privacy and Electronic Communications Regulations (PECR)
JJ Burr Ltd acknowledges its statutory responsibilities as a data controller and its obligation to demonstrate accountability and compliance.

5. Data Protection Principles
JJ Burr Ltd processes personal data in accordance with the following principles:
1. Lawfulness, fairness, and transparency
2. Purpose limitation
3. Data minimisation
4. Accuracy
5. Storage limitation
6. Integrity and confidentiality
7. Accountability
All processing activities must align with these principles.

6. Roles and Responsibilities
6.1 Director
The Director is responsible for:
· Overall accountability for data protection compliance
· Ensuring appropriate policies, procedures, and resources are in place
· Acting as the senior point of contact for data protection matters
· Ensuring data breaches are managed and reported appropriately
6.2 Managers and Supervisors
Managers and supervisors are responsible for:
· Ensuring data protection requirements are applied within their areas of control
· Limiting access to personal data on a need-to-know basis
· Ensuring secure handling and storage of data
· Reporting suspected data breaches immediately
6.3 Employees and Subcontractors
All personnel must:
· Process personal data only in accordance with this policy
· Maintain confidentiality at all times
· Use secure systems and passwords
· Report data protection concerns or breaches without delay

7. Lawful Basis for Processing
JJ Burr Ltd processes personal data only where a lawful basis exists, including:
· Performance of a contract
· Compliance with a legal obligation
· Legitimate interests of the Company
· Consent, where required
Special category data is processed only where additional lawful conditions are met.

8. Data Collection, Storage, and Retention
· Personal data is collected only for specified and legitimate purposes
· Data is stored securely using appropriate technical and organisational measures
· Paper records are kept in secure locations
· Data is retained only for as long as necessary and disposed of securely
Retention periods are reviewed periodically.

9. Data Sharing and Third Parties
Personal data is shared with third parties only where necessary and lawful.
· Data processing agreements are in place where required
· Third parties are required to implement appropriate security measures
· International transfers are restricted and controlled

10. Data Subject Rights
JJ Burr Ltd respects the rights of data subjects, including:
· Right of access
· Right to rectification
· Right to erasure
· Right to restrict processing
· Right to data portability
· Right to object
Requests are handled within statutory timescales.

11. Data Breach Management
All actual or suspected data breaches must be reported immediately.
The Company will:
· Investigate the breach promptly
· Assess risk to individuals
· Notify the ICO within 72 hours where required
· Inform affected individuals where there is a high risk
All breaches are documented.

12. Training and Awareness
JJ Burr Ltd provides data protection training to:
· Employees at induction
· Personnel handling personal or sensitive data
Training records are maintained.

13. Monitoring, Audit, and Review
Compliance is monitored through:
· Periodic reviews of data handling practices
· Review of breach logs and subject access requests
· Management oversight
The policy is reviewed annually or following legislative or operational change.

14. Enforcement and Disciplinary Arrangements
Failure to comply with this policy may result in:
· Disciplinary action in accordance with company procedures
· Removal of system access
· Termination of employment or subcontractor agreements
Serious or deliberate breaches may constitute gross misconduct.

15. Continuous Improvement
JJ Burr Ltd is committed to maintaining high standards of data protection. Lessons learned from audits, breaches, and reviews are used to improve controls and procedures.
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